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EVE and ADAM. An Overview
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EVE & ADAM. Goals and Features
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Our testing environment

❖

➢

➢

❖

➢

➢

❖

❖



Applicability



EVE. A preview



Key Elements

❖

❖

❖

❖

❖

❖



The Network Map
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Drawing on the Network Map
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Static or Dynamic Network Map?
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The Sensors
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The JSON messages

{
    “source”  : {
        “IPV4“        :   “192.168.8.17“ ,
        “IPV6“        :   ““
    } ,

    “target”  : {
        “type “       :   “host” ,
        “IPV4“        :   “” ,
        “IPV6“        :   “fe80:1181:150::33/64” ,
        “name“        :   “hostX”
    } ,

    “payload” : {
        “name”        :   “SQLi” ,
        “sensor”      :   “IDS” ,
        “evidence”    :   “SQL command 'or 1=1' found in URL” ,
        “url”         :   “http://www.example.com/query”
   } ,
}

Message from the sensors to EVE: 



Events and Alerts
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Kafka Streams
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ADAM
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EVE Web Technology 
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EVE & ADAM. Full Stack

Java Web Application
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EVE & ADAM. Key facts
A Situational Awareness Tool: 



An alternative approach: mapping
Use map technology (layered representation) as base technology
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Thank you!.  Any Question?

F. Jesús Rubio 
jrubio@isdefe.es


